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[bookmark: _Toc470705728]Detailed check-list on MIS security for designation purposes
[bookmark: _GoBack]This detailed check-list aims at identifying a list of recommended minimum requirements for the IT security, in line with the recommendations of INTOSAI, as described in chapter 3 of the Guide. 
This check-list is a complement of the general check-list for designation developed by TESIM on the second part of the key question for this designation criterion.
	Key question: Designation Criterion 3 (v)
Procedures for establishing a system (…) and for ensuring that the IT systems are secured in line with internationally accepted standards.



The proposed check-list, which is a development of question 3.35 in the one for compliance, is the following:
	#
	Questions
	YES/NO/Not Applic.
	File reference, observation, comments, findings

	3.35. Are there adequate procedures to ensure the security and maintenance of the computerised system, data integrity, data confidentiality, the authentication of the sender and storage of documents and data? 

	1
	Are there adequate and sufficient policies communicated to staff on systems and data security?
	
	

	2
	Is there an adequate system in place to track the acquired IT assets? 
	
	

	3
	Does the overall risk management process include adequate procedures and processes to identify and monitor IT risk and manage issues as they arise?
	
	

	4
	Are there adequate procedures and processes in place to monitor and ensure compliance with the organisation’s IT security policies?
	
	

	5
	In case of data centers located in the premises of the organization, is there adequate physical security?
	
	

	6
	In case of data centers located in the premises of the organization, is there adequate environmental security?
	
	

	7
	Is there adequate physical and logical security of network equipment for LANs and WANs used/operated by the organisation?
	
	

	8
	Is access to the systems and databases adequately configured and administered?
	
	

	9
	Are users’ account maintenance and access rights to desktop computers adequately configured and administered?
	
	

	10
	Are users’ account maintenance and access rights to software applications adequately configured and administered?
	
	

	11
	Is data security adequately ensured?
	
	

	12
	Is there an adequate service security in place to ensure continuity in case of need of data recovery?
	
	

	
	Conclusion
	Adequate/Not adequate
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